NupopmannonHas naMaTKa

NJ1s1 00y4aKIMuXCcs JJIs1 pa3Menienusi Ha opunuanbHbIX UHTEpHET-pecypcax
(ITpunoxenne Ne2)

C KaxkabIM roqom MOSoAEXN B UHTEPHETE CTaHOBUTLCA 60nblue, a LWKOMNbHUKMA OOHN U3
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TeM, NOMUMO OrpOMHOIO KONn4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT 1 npobnembl. ATa namsaTKa AOMmKHA NOMOoYb Tebe
©e3onacHoO HaxoAUTbCA B CETW.

KomMnbroTepHble BUPYCbI

KoMNbOTEPHbLIV BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMm,
OTNNYNTENBHON OCOBEHHOCTLIO KOTOPOM SIBMSIETCA CMNOCOBHOCTL K padMHOXeHUI0. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITMU MOMHOCTLIO YHUYTOXNUTb BCE
dansnbl U JaHHble, MOAKOHTPOSIbHbIE MOMb30BaTEND, OT MMEHW KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpamMmmMa, a Takke noBpeauTb U gaxe YHUUTOXUTb
onepaumoHHY0 CUCTEMY CO BCEMU dharnamm B Lenom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToabl 3aWnTbI OT BpeaOHOCHbIX nporpamMmm.

1. Ncnonb3yn coBpeMEHHbIE OnepaLmoOHHbIE CUCTEMbBI, UMEKLLME CEPbE3HbBIN YPOBEHb
3aWMThbl OT BP€AOHOCHbIX MporpamMm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTopble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpaMmmbl) 1 apyrne 06HOBNEHUS CBOEN
ornepaumoHHon cnuctemMbl. CkaunmBam Ux TONbKO C ouLmManbHOro camTta paspaboTymnka
OC. Ecnu cyliecTtByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NMOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. OTO He NO3BONUT BOSLLUMHCTBY BPEAOHOCHbLIX MpOorpaMmm
WMHCTannMpoBaTbCs Ha TBOEM NEPCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4eCcKMM obHoBReHnem 6as;

5. OrpaHunyb M3nYeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. cnonb3yn BHELWHWEe HOCUTEN MHPOPMaLMK, Takne Kak doreLuka, ANCK unu amnn m3
WHTEpPHETA, TONbKO M3 NPOMEPEHHBIX NCTOYHUKOB,

7. He oTkpbiBan KOMMNbOTEPHbIE ddanribl, MONyYEeHHbIE N3 HEHAAEXHBLIX UCTOYHUKOB.
[axe Te dpansbl, KOTOpPbIEe NpUcrasn TBOW 3HAaKOMbIW. Jlydlle yTO4YHN Yy Hero, oTnpassnian
nn oH Tebe ux.

Cetun WI-FI

Wi-Fi - aT0 He BUA nepefayv AaHHbIX, HE TEXHOMOrMS, a BCero nuib 6peHa, mapka.
Ewe B 1991 rogy Hugepnanackas komnaHus sapermctpmposana opeHg « WECA», uto
obosHa4vano cnosocoyeTaHne «Wireless Fidelity», koTopbIi nepeBoguTcs Kak
«becnpoBogHasi TOYHOCTbY.



[o Hawero BpemeHn gowna gpyras abbpesnaTtypa, KOTopas SBNAETCA TaKOM Xe
TexHornoruen. 3to abbpesmatypa «Wi-Fi». Takoe HazBaHue 6bINo 4aHO C HAMEKOM Ha
cTaHdapT BbiCLUMK 3ByKOBOW TexHWKM Hi-Fi, 4yTO B nepeBoae 03HavaeT «BblCOKas
TOYHOCTb».

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kadye, OTENsIX 1 aspornopTax ABMsSeTCA OTSIMYHON
BO3MOXHOCTbIO BbIX0[a B MHTEPHET. HO MHOrMe akcnepTbl CYMTAaLOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsaitoTcst 6e3onacHbIMN.

CoBeTbl o 6e3onacHocTn paboTe B 0bwenoctynHbix cetax Wi-fi:

1. He nepegasan cBO nNnyHyto nHcopmaumto yepes obwenoctynHole Wi-Fi cetw.
PaboTtas B HuX, xenaTtefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;

2. cnonb3yn 1 06HOBNAN aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuulb cebsa OT 3akayku BUpyca Ha TBoe YCTPOWCTBO;

3. MNpwu ncnonssoBanum Wi-Fi oTknoum pyHkuuo «O6wmm goctyn K coannam um
npuHTEpamMy». [laHHas yHKUMSA 3aKpbiTa N0 YMOMYaHUIO, O4HAKO HEKOTOpPbIEe
nosfib3oBaTesiv akTMBUPYIOT e€ Ang ygobcTea ncnonb3oBaHnsa B pabote unm yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegaym nnyHbIX gaHHbIX, HAnpumMep ans
BbIX04a B coumnarnbHble CETU UIU B ANIEKTPOHHYIO MOYTY;

5. Inonb3yi ToNbKO 3alumiLeHHoe coeanHeHne Yyeped HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAM MMEHHO «https://»;

6. B mobunbHoM TenedoHe oTkmnoun pyHkumo «MoaknoyeHune Kk Wi-Fi
aBTOMaTU4eckn». He gonycka aBToMaTM4YeCcKoro NOAKMYEeHNSA YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouunanbHble ceTu

CoumanbHble ceTU akTUBHO BXOASAT B HaLly XXW3Hb, MHOTME oy paboTaroT U XUBYT
TaM NOCTOSAHHO, a B Facebook yxxe 3apernctpupoBaH Munnunapg YenoBek, 4YTo
ABMSAETCS OOHOWN ceabMOWN BCeX Xutenen nnadetbl. MHOrve nonb3oBaTtenu He
NMOHUMALOT, YTO MHpOpMaLMSA, pa3sMeLLEHHAsA MU B COLMArbHbIX CETAX, MOXET ObITb
HangeHa 1 ncnonb3oBaHa KeM yrogHo, B TOM YnUcre He 0b6s3aTenbHO ¢ bnarmmm
HaMepeHNSMMU.

OcHOBHblE COBETbI N0 6€30MacHOCTM B COLMANbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsaxX HE AOSMKHO BbITb CriyYarHbIX U
HE3HaKOMbIX NOOEN;

2. 3awuman cBO YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUS U APYIYIO JIMYHYIO0 MHOPMaLMIO. 3M0YMbILLSIEHHUKN MOTYT
NCNoSb30BaTh Aaxe MHAOPMAaLMIO O TOM, KaK Tbl U TBOM POAUTENM NNaHMpyeTe
NPOBECTU KaHUKYbI;



3. 3awumian cBol penyTaunio - AepXn ee B YNCTOTE U 3afaBan cebe BoNpocC: XoTen
Obl Tbl, YTOOLI ApyrMe Nnonb3oBaTeny BUAENN, YTo Thbl 3arpyxaelb? MNogyman, npexae
4YeM 4YTO-TO onybnMKkoBaTb, HANUCaTb U 3arpy3nThb;

4. Ecnu Tbl rOBOPULLb C MOAbMMW, KOTOPbIX HE 3HaELLb, HE UCMONb3YI CBOE pearibHoe
NUMSI U OPYTYIO NTIMYHYI0 MHAOPMALIMK: UMSsI, MECTO XXMTENbCTBA, MECTO y4elbbl 1 NPoYeE;

5. N3bBeran pasmelyeHus goTtorpaduin B IHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO onpeaenuTb TBOe MeCTOMOSNOXEHNE;

6. MNpwn pernctpaumm B coumanbHOM ceTn HeEOH6XOANMMO UCMNOSb30BaTb CIIOXKHbIE NAPOSX,
cocrosime n3 BykB 1 LGP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ans coumnanbHOM CeTn, NOYTbI U apyrnx canToB He06Xo0aMMO NCMONbL30BaTb pa3Hble
naposnu. Torga ecnu Tebs B3nomatoT, TO 3JIOYMbILWJTEHHUKK NOJTy4aT AO0CTYN TOJIbKO K
OQHOMY MECTY, a HE BO BCE Cpagy.

ONEeKTPOHHbIe AeHbIM

ONIEKTPOHHbIE AEHBLIM — 3TO OYEeHb YAO0OHbIN cnocob nnaTtexen, o4HaKo CyLeCTBYIOT
MOLLEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSIBUITNCH COBCEM HEQABHO Y MMEHHO U3-3a 3TOr0 BO MHOIMX
rocyaapcTeax 4O CMX MOp He NPONUcaHo NpPo HUX B 3aKOHaXx.

B Poccum e oHM YyHKLUNMOHMPYIOT M O HUX Y>Ke MNPONUCaHo B 3aKOHe, rae nx
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHUMHBbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepaunn 6e3
naeHTUrKaumm nonb3oBaTesns, a B HeaHOHUMHbIX MAEHTUUKaUUKM nonb3osaTensd
aBnsaeTca obasaTtensHon.

Takxke criegyeTt pasnuyaTb 3NEKTPOHHbIE dUaTHbIE AeHbIN (paBHbI FOCYAapCTBEHHbLIM
BarnTam) 1 ANEKTPOHHblE HedomaTHble OeHbIM (He paBHbI FOCy4apCTBEHHbBIM
BanTam).

OcHoBHbIE cOBETHI N0 Be3onacHon paboTe ¢ SNEKTPOHHLIMU AEHbraMm:

1. MpumBsKM K cHETY MOBUITbHBIN TenedOoH. ITO camMbl yOOOHbI 1 BbICTPLIA CNOCo0
BOCCTaAHOBUTb JOCTYN K cyeTy. [1puBA3aHHbIN TenedoH NOMOXeT, ecniv 3abyaellb CBOWM
nraTeXHbl Naporb NN 3angellb Ha canT C HE3HAKOMOro YCTPOUCTBa,

2. icnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha yCUIEHHYHO aBTOPU3aLUIO
Tebe yxxe He ByaeT yrpoxaTb OMACHOCTb KpaXu UNu nepexasarta nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTb CHOXHbIN
naposib. HagexHsle naponm — 370 naposiv, KoTopble cogepXaTt He MeHee 8 3HaKOB U
BKMtOYaoT B cebs1 CTPOYHbIE N NPONUCHbIE DYKBbI, LMPbI N HECKOSBKO CMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocKnuuaTenbHbli 3Hak 1 7.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NUYHblE AaHHble Ha canTax, KOTOPbIM HE OOBeEpPAELLb.

ANeKTpOoHHas no4Tta



OJIEKTPOHHAs NnoYTa — 3TO TEXHOMOMMNA N NpefocTaBnseMble et YyCrnyru rno nepecbisike
N NONYYEHUIO ANEKTPOHHBIX COOBLLIEHMIA, KOTOPbIE pacnpedensatoTcs B KOMMbIOTEPHOM
ceTn. OBbI4HO SMEKTPOHHbIV MOYTOBLIN AWK BbIrNAANT Crieayowmm obpasom:
NMSA_Nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepefadm NnpocToro Tekcta, MMeeTcs
BO3MOXHOCTb nepefasatb dpaunsibl.

OcHOBHbIe coBeThbl N0 be3onacHoW paboTe ¢ ANEeKTPOHHOW NMOYTOWN:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbIN BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle JOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBay B NMMYHOM NOYTE NUYHYI0 MHGopmaumo. Hanpumep, nydwe BoibpaTtb
«My3blKanbHbIM_haHat@» unm «pok2013» BmecTo «Temal3y;

3. Vicnonb3yn aByxaTanHy aBTopM3aumio. 3TO Koraa NOMMMO Napons Hy>KHO BBOAUTb
Kog, npucbinaembii no SMS;

4. Bblbepu cnoxHbii naponb. [Ans Kaxaoro noYToBOro silMka 4omkeH ObiTb CBOW
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnun ecTb BO3MOXXHOCTb Hanmcatb CaMOMY CBOW JIMYHbIA BOMNPOC, UCMNOSb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3yn HECKOSNbKO MOYTOBbLIX ALWMKOB. [epBbln ANs1 YaCTHOW Nepennckun C
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO 3NIEKTPOHHbIN agpec He Hago
Mcnonb3oBaTh NpPU perncTpauumn Ha oopymMmax u camrtax;

7. He oTkpbiBan hannbl U Apyrue BrOXeHUs B NTMCbMax AaXke eCrn OHU NpULLu oT
TBOMX ApYy3en. Jlyyle yToYHM y HUX, OTNPaBAAnn i oHn Tebe aTn pannsi;

8. Nocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepes 3akpbiTUEM BKAAOKM C
canToMm He 3abyab HaxaTtb Ha «BbinTuny.

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTesnibCTBO
KnbepbynnuHr — npecnegoBaHMe coodLLEHNSIMIN, coagepXaLLunmmm ockopbreHus,

arpeccuio, sanyrmsaHume; XyrnmraHCcTteo, coumaribHoe 6OI7IKOTI/IpOBaHI/Ie C noMoLbO
pa3rnn4yHbIX NHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 bopbbe ¢ KNOEepPOYIIUHIOM:

1. He 6pocaiica B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuUTbCS, TO BHa4ane ycrnokontbcs. Ecnu Tl Ha4Helb
oTBeYaTb OCKOpPOneHMaAMN Ha OCKopBNeHnst, TO TOMbKO eLe 6onblue pasoxokeLlb
KOHQOINKT;

2. YnpaBnsu cBoen kubeppenyTtaumnen;

3. AHOHMMHOCTb B CETU MHUMas. CyLLl,eCTByPOT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AdHOHMMHbIM aKKayHTOM;



4. He cTtouT BECTU XynuraHcknin obpas BUPTYarnbHOW XXMU3HU. VIHTEPHET oUKCUpyeT BCe
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBon BUPTYyarbHY0 YECTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratme. OQHOpPa30Bblie OCKOPOUTENBbHbLIE COOBLLEHMS
nyywe nrHopuposatb. OBGbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHNSIMU, B
coumarnbHbIX CETSX €CTb BO3MOXHOCTb BITOKMPOBKM OTNpPaBKM COOOLLEHNI C
onpeferneHHbIX agpecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBou AENCTBUS: BbICTYNNTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4enCTBUSA OLEeHMUBAKTCA HEraTMBHO,
noaaepkaTb XepTBY, KOTOPOW Hy>XHa NCMXOrornyeckasi NOMoLb, COOBLNTEL B3POCIbIM
0 (hbaKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTOHbl U NaHwWeTbl coaepkaT B cebe BnosHe B3pOoChbii
byHKUMOHAT, 1 Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHapPHLIMU KOMMbIOTEPaAMMU.
OpHako, cpeAcTB 3alumTbl Ans NOAO0OHbBIX YCTPOMCTB Noka 04eHb Mano. TecTupoBaHue
1 NOUCK YSI3BUMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcsi U MOBUMbHBLIX MPUIOXEHWUNA.

CoBpeMeHHble MOOUIbHbIE Bpay3epbl yXKe NpakTUYECKN LOrHann HacTosnbHbIE
aHanoru, ogHako paclmpeHune pyHKLMoHana BreveT 3a cobon 60MbLUy0 CIIOXHOCTb U
MEHbLUYIO 3aLULLIEHHOCTbD.

[aneko He Bce npon3BoanTeEsIN BbiNMyCKaroT obHoBIEHUS, 3aKpblBawLWNE KPUTNHECKNE
YyA3BUMOCTU OJ1A CBOUX yCTpOVICTB.

OcHoBHbIe coBeThbl Ang 6e30nacHOCTU MODUIbHOro TenedoHa:

1. Huyero He siBnsieTca no-HactosweMy 6ecnnaTtHbiM. byab ocTtopoxeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To nraTHble
ycnyru;

2. Nlyman, npexge 4em otnpasuTb SMS, poTo nnu Buaeo. Tobl TOYHO 3HaELb, FAe OHU
OyayT B KOHEYHOM uUTore?

3. HeobxogmMmo o6HOBNATL ONepauUmMoHHY0 CUCTEMY TBOEro cMapTdoHa;
4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMmmbl 415t MOBUNbHbIX TeNe(OHOB;

5. He 3arpyxai npunoxeHust oT HEM3BECTHOIO NCTOYHWKA, BE[b OHW MOTYT COAEpXaTb
BpeAoHOCHOE NnporpamMmmHoe obecrneyeHue;

6. Nocne TOro Kak Tbl Bbl4ELLb C calTa, rae BBOAWUI NINYHY0 MHOpMaLMIo, 3anan B
HacTponku bpaysepa un yganu cookies;

7. MNMepuognyeckn NpoBepsiv Kakne NnaTHble YCnyrin akTMBMpOBaHbl HA TBOEM HOMEPE;



8. [JaBan cBoW HOMEP MOBMMIBLHOrO TenedoHa TONbKO NIDAAM, KOTOPbIX Thl 3HaELUb U
KOMY JOBepsieLLb;

9. Bluetooth gomkeH 6bITb BbIKIHOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBan
NMHoraa npoBepsATb 3TO.

Online urpsbl

CoBpeMeHHbIE OHMAaMH-UIPbI - 3TO KPACOYHbIE, 3aXBaTbiBaKOLLNE pa3BeyeHus,
00beuHALWME COTHU ThICAY YENOoBEK No BCeMy MUpy. MIrpokn ncenegyot AaHHbIA UM
Mup, obLLaTCa Apyr C APYroMm, BbIMOMHAKT 3a4aHunsl, CpaXatoTCsi C MOHCTPaMM U
nony4atoT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNatoT AMCK, OnnayvnsatoT
aboHeMeHT nnun npuobpeTaroT Kakme-To Onunn.

Bce aTv cpeacTtBa nayT Ha NoAaepKaHue v pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPU3aLIMK, BbINYyCKAOTCA HOBbIE NaTym
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBaOTCsl YSI3BUMOCTY CEPBEPOB.

B nogoOGHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KPpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa cuctema aBTopu3alnmn OonbLNHCTBA urp.

OcHoBHbIe cOBETHI N0 6€30NaCHOCTN TBOErO UTPOBOrO akkayHTa:

1. Ecnn gpyron nrpok BegeT cebsa nnoxo nnu cosgaet tebe HeNpUATHOCTU, 3abnokupym
€ro B CNu1cke UrpoKos;

2. I'Iomanyﬁc;l aadMUHNCTPAaTOopPaM Urpbl Ha rnjioxoe noBegeHmne 3Toro Nrpoka,
XenaTtesibHO NpUnoXnTtb KaknMe-T1o gokKa3aTesibCTBa B BUAe CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOPMaLUIo B npodanne urpsbl;
4. YBaxan gpyrnx y4HacTHUKOB MO Urpe;

5. He ycTaHaBnuBaun HeodmumarnbHble naTin n Moapl;

6. Micnonb3yn crnoXxHble 1 pasHble naponu;

7. [Jaxxe BO BpeEMS Urpbl HE CTOUT OTKMOYaTb aHTMBUPYC. [1oka Tbl Urpaellb, TBOM
KOMMNbIOTEP MOTYT 3apasunThb.

PULINHT Unun KpaXxa JIMYHbIX AaHHbIX

OOGbIYHON Kpaken AeHer U JOKYMEHTOB CEroAHs YK€ HUKOrO He YAMBULLb, HO C
pasBUTUEM NHTEPHET-TEXHONOMI 3MOYMbILLNEHHUKN NEPEMECTUNMUCH B UHTEPHET, U
NpoaosmkaT 3aHUMaTbCS «NFBUMbIMY» OENOM.

Tak nogBmnack HoBas yrpo3sa: UHTEPHET-MOLLUEHHMYECTBa NN OULLKHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOSTy4EHMU KOHOMAEHUMANbHbIX aHHbIX NOfNb3oBaTenen —
norvHOB 1 naponen. Ha aHrnuiickom asbike phishing untaeTcsa kak gouwmHr (ot fishing
— pbIBHaga nosns, password — naporsb).

OcHoBHble coBeTbl N0 bopbbe ¢ PULLNHIOM:




1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3floMaHa, To Heob6xoaMMo 3abroKMpoBaTh e€ 1 COodLWMTL aAMUHMUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpeE;

2. MCHOﬂbSyVI Ge3onacHble Beb-canThl, B TOM Yucne, MHTEpHEeT-MarasmHoOB ”
NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebsi B3nomatoT, TO
3M10yMbILLNIEHHWKM NOonyyaT AOCTYN TONbKO K OAHOMY TBOEMY Npodusio B CETU, a HE KO
BCEM,;

4. Ecnu Tebs B3nomanu, To He06xoAMMO NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebst B Apy3bsX, O TOM, YTO TebSA B3noManu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbiniaTbCA Cnam U CCbIfIKM Ha (PULLIMHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;

6. OTKNIOYKN coxpaHeHne napong B bpaysepe;

7. He oTKkpbiBan chansibl 1 gpyrne BrOXeEHUS B NUCbMax LaXke eCrv OHU MPULLIn OT
TBOUX ApYy3en. Jlydlle yTOYHWN Y HUX, OTNPaBnsAnM N oHn Tebe aTn dannsl.

LUndposas penytaums

LindbpoBas penytaums - 3T0 HeraTMBHas Ui NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytoLas nHpopmaLmsa pasmeLlleHHas B UHTEPHETE MOXET Cepbe3HbIM
obpasom 0TpasnTbCHa Ha TBOEW pearibHOM XNU3HW. «LudpoBas penytaumnsay - aTo TBOM
UMUK, KOTOPbIN dopMmUpyeTcs n3 nHdopmauum o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE NONOXEHNE, OCODEHHOCTH
XapakTepa 1 pacckasbl 0 6rIM3KNX - BCE 3TO HaKanMBaeTCsl B CETU.

MHorve noapoCTKM NErkoMbICNIEHHO OTHOCATCS K NyGrvkaunm nMyHon nHpopmauum B
VHTepHeTe, He NOHMMasa BO3MOXHbIX NOCNeACcTBUI. Thl fJaXe He CMOXeLlb JoragaTbcs
O TOM, YTO (poTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON oTKasa NPUHATb
Teba Ha paborTy.

KoMmmeHTapuun, pasmelleHne TBonx potorpadum n gpyrme oencTBmst MoryT He
MCYE3HYTb axe nocrne Toro, Kak Tbl UX yaanuiwb. Tbl HE 3Haellb, KTO COXpaHWn 3Ty
MHOpMaUuto, nonana nn oHa B NOMCKOBbLIE CUCTEMbI U COXpaHUIIacb N OHa, a
rmaBHOE: YTO NoAyMatoT O Tebe oKkpyxatoLee noan, KOTopble HanayT 1 yBUOAT 3TO.
Hantn nHdopmaumnio MHOro neT CycTsi CMOXET Jtobon - Kak u3 Aobpbix NobyxaeHun,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcHOBHbIE COBETHI NO 3aLUMTE UMGPPOBOM penyTaLuu:

1. Moayman, npexae 4em 4YTo-To NybnvkoBaTb U Nnepegasath y cebsi B 6rore unu B
counanbHoOu CeTu;

2. B HacTporkax Nnpounsa yCTaHOBWU OrpaHMYeHns Ha NpoOCMOTpP TBOEro npodunsa n ero
COAEepPXXMMOro, caernamn ero ToNbKO «45s Apy3emn»;



3. He pa3meLuan n He ykasbiBan MHGOPMaLMIO, KOTopas MOXeT KOro-nmbo ockopbnatb
nnm obumxaTb.

ABTOpCKOe npaBo

CoBpeMEeHHbIE LLKOSNbHUKN- aKTMBHbIE NOfb30BaTeNn LMGPOBOro NPoCTpaHCTBa.
OpHako faneko He BCce 3HatoT, YTO NOSIb30BaHNE MHOMMMUY BO3MOXHOCTSIMU LIMcppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMUH «MHTennekTyanbHasi CO6CTBEHHOCTbY» OTHOCUTCS K Pa3nnYHbIM TBOPEHMUSM
YeroBeYeckoro yma, HaunmHasi C HoBbIX M300peTEHUI N 3HaKOB, 0603HaYaoLLMX
COBCTBEHHOCTb Ha NPOAYKTbI M YCIYrK , U 3aKaH4MBasi KHuramu, otorpadusamu,
KMHOUIIbMaMu U My3blKarbHbIMU NPON3BeaeHUSIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTYyanbHy COGCTBEHHOCTb Ha NPOM3BEAEHNS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbIA/TBOPYECKNA TPYA aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBeasimBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax CBOEro Tpyaa, nonyynTb
N3BECTHOCTb U Npu3HaHne. H1KkTo 6e3 paspelleHns aBTopa He MOXET BOCNPON3BOAUTL
€ro npousBefeHne, pacnpocTpaHaTb, Ny0NnMYHO 4EMOHCTPMPOBaThL, NpoAaBaTh,
MMMOPTMPOBATh, NycKaTb B NPOKaT, Ny6GSIMYHO MCNONHATL, MOKa3bIBaTbL/UCMOMNHATL B
adupe unu pasmewiatb B IHTEpHETE.

Mcnonb3oBaHme «nNMpaTCcKoro» NporpaMMHOro o6ecrneyeHmst MoXeT NMPUBECTU K MHOTM
pyckam: OT NoTepu AaHHbIX K TBOMM akkayHTam [0 6r10KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBINEHHbIV He feranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO
CyLLeCTBYeT reranbHble n 6ecnnaTHble NporpamMMbl, KOTOPbIE MOXHO HAWTU B CETW.

O nopTane

CeTeBMYOK.pp - TBOW rMaBHbIA COBETYMK B CETU. 34€Chb Thbl MOXELLb Y3HATb O
6e30MacHOCTM B CETU NOHATHBIM M AOCTYMHbLIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpaTUTbCS 3a COBETOM. A TakKe NPUHATb y4yacTue B
KOHKypCax 1 cTaTb caMbIiM LMUPPOBLIM rpaxxgaHMHoOM!



